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OGC REVIEW COMPLETED 22 Mmgust 1955

KEMORANUAM FOR:  Office of Security
BUBSECT : Ayplication of Crypto Security law

1. This Office undertook a study of the Crypto Security
taw (P.L. m,mw,g U.8.C. § 798), with partieular reference
to its epplication to thia Agency and the administystive practices and
yrooedures of the Agsncy. This mesorashes presents a brief amlysis of
vertain porticns of the law, together with several recommesintions con-
cerning practices of CIA and, to scom extent, other sgancies and depert-
meots. It should be reelized, however, thet the lagnl points are not
beyond argaent. Wint 1s intended here is t¢ suggest certain steps
vhich the Agency might be well advised to take in order to strengtbhen
the Sovermaent's case in the gvent & musecution under the Act is

2. The parpose of Secticn 798, which is imcluded in the Suplomee
chapter of T tle 13, iz stated in the title of P.1. 513 as follows:

"o ephonce further the security of the United States Ly
prevepting dsclogures of information concerning the

WWMWM&WM
sctivities of the United States.”

The subetance of the Act, set cut in sub-section (a) of Section 795, is
that ooe comaits an offense who knowingly snd willingly:

"sommanicates, furnishes, tranmiits, or otherwise malbes
avellable ¢ an umsuthoriged person, or publishes, or
uses in any menmer prejudiciel to the safety or imterest
of the United 3etes or for the benefit of any fureign
Wmmm«mmmmm
classified informmtion -

(1) Wﬂuuﬁm, prepuretion, or use of ouy

(2) concerning the dessign, comstruction, use, malutenance,
mmuwm,w, or sppliance uwsed or pre-
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{3) councerning the commmnioation intelligence gctivities
of the United Btates or any forelgn govermoent imafter
referred to as COMDN/;

(1) obtained by the processes of comsmmication intelligence

from the commniontions of any foreign » knowing the

ﬁohuwbmmwsu&mm inafter re-
wmucmm_rj. .

Then follow several dafinitions, mmm*

"The term ‘classified informmtion' means informmtion which,
at the time of & viclation of this section is, for remsons
of natiomal security, specifically designated by a United
States Covermmant Agency for limited or restricted dlosemi-
mtion or distrilation;

The terms ‘code’, ‘cipher’, and 'cryptogrupbic sywtem' in-

Mmt&nm, xnmumwmmm,
ary method of secret writing snd any mechenical or elactrical
dovice or method used for the puxpose of disguising or con-

cealing the contents, sigoificance, or meanings of comssnt-

cations;

The term ‘commmication intelligence’ memns all procedures
and mothods used in the interceytion of commamicaticons and
the ctiaining of informmtion fyom such commmnications by
cother than the intended recipients;

The texm 'unauthorised person' means any pesrson whe, or agency
which, is not authorised to receive informmtion of the cate-
gories set forth in sud-section (a) of this section, by the
President, or Ly the head of a departmert or agency of the
United States Qovermment which is expressly desigmeted by
the President to engage in commmication intelligence
activities for thw United Statea.”

PrEoe P BnIOYER B

{a) Section 798 affurds grester protection, in ite field, to the
United Btates, with respsct to the passing of informmtion to umathoriged
persons, than do the other sspiomage lawvs (Sections 793 and TSh of Title
) in that the intemt of the sccused is not significant. Under Sections
and TOh an intemtion to injure the United Btates, or reason to be-
eve that the informmtion is to be used to injure the United 8tates or
mmwamm,nmw. Under Section 798 the
accused need only bwve willfully saad Jnowingly pessed claseified iaformm-
tion to an asuthorized person.

gE’;

gL

(v) Bectiom 798 alsc differs from Sections 793 and 7O4 in the dafi-
nition of the informmiion the passage of which imvolves an offense;
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the latter two conoern mmm%mmumm and
"inforemtion relating to the mtioml defevse , 48 contrested with infor-
mtion which "is, for reasons of mtiomel security, spesifically desigmated
wamwmwwmmwwmmw
tiem oy distribution”. mmmmwwm Court
of the United States, in Gerin v, U.S. 312 U.8. 19, €1 8. Ct. y %0 in-
mwamwm, wt 1 mmmmm
sota of the defendont mﬁﬁmmwmmmw
fense” (61 5. Ct. kﬁ). Thus, in prosecutions under thoee sections it is
Mwmmnmmmxmm,awm
which could be evbarressing, if applied to infermntion classified "for
rensons of maticml security”, since in such ceses the prosecution would
have to smit the vary iaformstion (and presumsdly much more) the dissemi-
mtion of which had been restricted by an agescy of the Govermment “for
rengons of matiomal security”.

Although it is not free fram dwmbt, it i3 believed that under Secticm
798 1t would not be mecessary to sumit to the Jury, or to prove, the
@ustion of vhether the desigmatiom "for rensons of patiossl security” was

@ correct ome; proof that the desigmtion wes mmde and timt the agency

vhich made 1t 414 po for ressons which the agency regaded as “roasons of
mtional security” sheuld be all that is reguired. The infoematiom wixich
ummmmmmmmismmwmmwm
Wy o ganeric temm -~ informmtion “respecting the nstiomsl defemse” or
"relating to the mtioval defense”. Informmtion vwhich is the tesis of an
indicteent my wwm&lﬁt&mthmﬂm;mamm
{mw's)mummm The phruse by which Section 796
refers to the informmtion which is sigaificant thereunder covere informm-
tion with respect 0 which s perticular actios hes been taken, i.e., infor-
mtion which a goversment ageacy bes specifionlly desigmted & certain way
for e cextain resgon. The omnly question reguiring an opinien by the jwury
ts whether such ackion ocourred, not whethar it should dave occcurved. Any
mwmmummwmmwn‘w

mmmmwmmuwmmmmm
systans by establishing offensss end puistments for the viclation thereef,
an interpretution which would defest such intent chould be avoided.

In any event, if the shove azmlyeis is incorrect, that 1s, if the jury
wvould be allowed to Judpge whethor the Agancy correctly desiguated inforws-
tion "for ressosn of wmations) security” there appears to be nothing %o be
done about it except to decide, whemever a case is ready to go to trial,
whether we are prepured to mke available records and informmtion to be
introfuced as evidence. But in order to talke advantage of the statute in
the evort the above smalysis is correct, it is belicved we would be well
sdvised to desigmate documents in the langmge of the statute. For this par-
pose, & stapp reading as follows, conld be used:

"For remaoms of mmtiomal security, this document iz specifieslly

dosigneted by the Centrel Intelligsnce Agency for limited or
restricted disscemdmation or distribution.”
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Altermmiively, the same yesull pertispe could be echicved by & regu-
lJaticn which al) COMINT (or CNYPTO) clesred peaple would resd; they would
also certify 1o the swme. The regulation, in sddition t0 making referemce
10 Section 798, would provide that all COMI¥T (or CREYPIO) documsuis will
war & nomed code word, or one of 4 series of code words that the dlssemi-
miion or distribution of ey document bearing asy of the code words is
limited and restricted Ly the Central Intelligence Agency for ressons of

The dafinitions of the terms "code”, “cipber” apd ~cryprtogrmphic
systems” (pee puragraph 2 above) include “axy metbhod of secret writing
and any sechanicsl or sleciricsl device or meibed used for the purpose of
disguising or gﬂmlw the contenis, significence or meaniangs of
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A problom alec arizos with regpect 1o the definition of “unsarthorized
persom”’, samely & person or agency not autborised Wy the Presidest or by
the hend of an sgency desigmated by the President to engage in commmication
intelligonce wctivities to receive CFYPIC o COMINT infursmiion. By directive,
& mmber of agenciss mve been desigmted &s the only sgencies authorised to
cogege in COMINT activities. Other agencies of the Covermmmst, however (for
axemple, those represestted on the USCEB), utilise telecommmicutions. To
the extent, 1if sny, thet the activities of any of these agencies require the
roouipgt of informmtice iuvolving CRYPTO or COMINT or CRYPTO or COMINT devices
it would agpear wecessary for the Fresideut, or the heed of ooe of the
agencies which 1s authorised to engnge in COMINT activities, to authorise
that agency and its employoss to receive such informmtion.
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